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Black-box Optimization

Gradient may be unavailable in ML problems:
nondifferentiable or simulator-based objectives;
infeasible backpropagation;
black-box oracle models.

Black-box optimization problem:
min
x∈Rd

f(x), oracle returns only f(x), possibly noisy.

Cost metric: number of function queries.

Synonyms:
black-box ≈ derivative-free = gradient-free = zeroth-order (ZO).
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Application: black-box adversarial attacks

Setting: attacker queries deployed image classifier f , sees only softmax
output. Cannot backprop through proprietary or cloud-hosted model.

Objective [Chen et al., 2017]:
min

δ
∥δ∥2 + c · loss (f(x + δ), ytarget) .

Constraint: only f(·) evaluations available, no gradient access.
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Application: Memory-efficient LLM fine-tuning

Setting: fine-tune pre-trained LLM. On A100 80GB, cannot fine-tune
OPT-30B with backprop, but can run forward pass.

Objective [Malladi et al., 2023]:
min

θ
E(x,y)∼D

[
L(fθ(x), y)

]
.

Constraint: only forward-pass evaluations of L affordable, no backprop.
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Application: Reinforcement Learning

Setting: train a policy πθ in a simulator. Discrete actions +
non-differentiable dynamics =⇒ cannot backprop through trajectories.

Objective [Salimans et al., 2017]:
max

θ
J(θ) := Eτ∼pθ

[R(τ)].

Constraint: only rollout-based reward available, no gradient access.

Approach: Evolution Strategies, sample ui ∼ N (0, I), evaluate
J(θ + µui), update along reward-weighted average

∑
i J(θ + µui) ui.

Competitive performance with policy gradient on MuJoCo or Atari.
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Golden-section search

Setting. f unimodal on [a, b]. Golden ratio φ =
√

5−1
2 ≈ 0.618.

Probe placement. Place two interior points symmetrically:
c = b− φ(b− a), d = a + φ(b− a).

Idea. Evaluate f(c), f(d); keep the subinterval with the minimum inside:
if f(c) < f(d): keep [a, d] (new endpoints a, d);
else keep [c, b] (new endpoints c, b).

Properties.
Interval shrinks by factor φ ≈ 0.618 per iteration.
One function evaluation per iteration (after the first).
Linear rate, no derivatives required.
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Why the golden ratio?

Goal. Reuse one of the old probes after shrinking the interval.

Setup. Let L = b− a. Probes at c = b− φL and d = a + φL. Suppose
f(c) < f(d), so we keep [a, d] with new length L′ = φL.

New probes on [a, d]. The new left probe sits at
d− φL′ = (a + φL)− φ · φL = a + φ(1− φ) L.

The old probe c sits at
c = b− φL = a + (1− φ) L.

They coincide iff φ(1− φ) = 1− φ, i.e. φ2 = 1− φ, giving φ =
√

5−1
2 .

Consequence: the old probe c is the new left probe; only the new right
probe needs to be evaluated. One function call per iteration.
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Compass search

Algorithm:
initialize x0, step size µ > 0.
for t = 0, 1, 2, . . . :

for i = 1, . . . , d: try xt ± µei; accept first decrease.
if no decrease this round: µ← µ/2.

Guarantee: converges to a stationary point under smoothness.

Curse of dimensionality: up to 2d queries per successful step. At ML
scale, small CNN d ≈ 106, modern LLM d ≈ 1010, cannot afford.

Goal: per-iteration query cost independent of d.
=⇒ randomized gradient estimation.
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Finite differences

Forward difference: along coordinate i:

∂̂if(x) = f(x + µei)− f(x)
µ

, error O(µ), d+1 queries.

Central difference: along coordinate i:

∂̂if(x) = f(x + µei)− f(x− µei)
2µ

, error O(µ2), 2d queries.

Stack across i = 1, . . . , d to build ∇̂f(x) ∈ Rd.

Cost grows linearly with d, same scaling problem as before.
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The bias–noise trade-off

Noisy oracle: f̃(x) = f(x) + ε with E[ε2] = σ2.
Bias of FD estimator: O(µ).
Variance of FD estimator: O(σ2/µ2).

Optimal trade-off: µ ∼ σ1/2 gives MSE O(σ).
Small µ: low bias, but variance explodes.
Large µ: stable, but biased.

In ML we essentially never use coordinate-wise FD, the d factor is fatal.
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The Gaussian-smoothed surrogate

Definition [Nesterov and Spokoiny, 2017]:
fµ(x) = Eu∼N (0, Id)[f(x + µu)].

Properties: assume f is L-smooth, then
fµ is differentiable, even if f is not;
|fµ(x)− f(x)| ≤ µ2

2 Ld;
fµ is itself L-smooth;
as µ→ 0, fµ → f .
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The key identity

Stein-type identity:

∇fµ(x) = Eu∼N (0,I)

[
f(x + µu)− f(x)

µ
u

]

Intuition: apply Stein’s lemma to the Gaussian density:
E[u g(u)] = E[∇g(u)] for g(u) = f(x + µu).

Unbiased estimator of ∇fµ from a single (x, x + µu) pair.

Cost is independent of d.
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The two-point estimator

Formula:
ĝ(x) = f(x + µu)− f(x− µu)

2µ
u, u ∼ N (0, Id).

Properties:
Unbiased for ∇fµ(x).
Two queries per step, independent of d.
Lower variance than the one-point version — the constant cancels.

This is the estimator used by MeZO, ES, and ZO-SGD.
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Variance bound and the dimension penalty

Variance [Nesterov and Spokoiny, 2017]:

E ∥ĝ(x)∥2 ≤ 2(d + 4) ∥∇f(x)∥2 + µ2L2(d + 6)3

2 .

Leading term: (d + 4) ∥∇f∥2, dimension penalty of ZO.
Second term vanishes as µ→ 0.

One-point Two-point

Estimator f(x + µu)
µ

u
f(x + µu)− f(x− µu)

2µ
u

Queries 1 2

Variance at optimum does not vanish vanishes as ∥∇f∥ → 0

Used in bandit convex opt. ES, MeZO, ZO-SGD
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ZO Gradient Descent

Algorithm.
Initialize x0, step size η, smoothing µ.
For t = 0, 1, . . . , T − 1:

Sample ut ∼ N (0, Id).
Query f(xt + µut) and f(xt − µut).

Form ĝt = f(xt + µut)− f(xt − µut)
2µ

ut.

Update xt+1 = xt − η ĝt.

Just GD with the smoothed surrogate’s stochastic gradient.
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Convergence: convex, L-smooth

Convergence of ZO-GD [Nesterov and Spokoiny, 2017]
Let f be convex and L-smooth. With η = O

( 1
dL

)
and µ sufficiently small,

E[f(xT )− f⋆] ≤ O

(
dL ∥x0 − x⋆∥2

T

)
.

Compare with GD:

O

(
L ∥x0 − x⋆∥2

T

)
.

ZO is a factor of d slower than GD.

Intuition: variance bound inflates each step’s progress by factor d.
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More Complexity

Setting First-order (GD) Zeroth-order

Convex, L-smooth O(L/ε) O(dL/ε)

µ-strongly convex O(κ log(1/ε)) O(d κ log(1/ε))

Nonconvex (stationary) O(L/ε2) O(dL/ε2)

Conclusion:
ZO = GD slowed by a factor of d.
This is the price of not seeing gradients.

For details, see [Ghadimi and Lan, 2013].
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ZO-SGD for stochastic ML objectives

Stochastic objective:
f(x) = Eξ

[
F (x; ξ)

]
.

Algorithm. Replace f(x± µu) in the two-point estimator with
F (x± µu; ξ) on a minibatch.

For nonconvex L-smooth F , bounded variance σ2, same complexity as
ZO-GD.

Noise from random directions dominates gradient noise.
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Application revisit: ZOO adversarial attack

Objective:
min

δ
∥δ∥22 + c · loss

(
f(x + δ), ytarget

)
.

Threat model: attacker has only query access to f .
White-box attack: backprop through f .
Black-box ZOO: only forward queries.

Why coordinate-wise ZO, not Gaussian? Image perturbations are
spatially structured and sparse. A few pixels carry the signal, so one
should pick coordinates strategically.
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ZOO Algorithm [Chen et al., 2017]

Inner loop.
Pick a random pixel coordinate i.
Estimate ∂L/∂δi via central difference:

ĝi = L(δ + µei)− L(δ − µei)
2µ

.

Update δi with Adam-style adaptive rule.

Two practical accelerators:
Importance sampling, focus queries on high-impact pixels.
Hierarchical attack, optimize at low resolution, then upsample.
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ZOO results

Empirical performance.
MNIST/CIFAR-10: ∼ 99% attack success.
Distortion comparable to white-box C&W attack.
ImageNet (Inception-v3): ∼ 90% success, visually imperceptible
perturbations.

Implications.
No model internals used, only forward queries.
Cloud-hosted classifiers are not protected by hiding the weights.
Motivates query-budget-based defenses (rate limiting, query
distribution checks).
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Wrap-up

Week 14: Key takeaways
Black-box optimization, adversarial attacks, fine-tuning, and RL.
Gaussian smoothing, properties of surrogate.
gradient estimator, one-point or two-point estimators.
ZO complexity across convex, strongly convex, and nonconvex
regimes.

Thank you for your attendance!
Questions?
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